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(/ In Q^^^ 1 * A method for privately communicat 
/jr^*^ wireless communications network, comprising 
/ processing the communication signal 
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WHAT IS CLAIMED IS: 

g over a 
the steps of 
in a first 

signal processing circuit within a firsfcf communications 
controller circuit at a first locatiopr to produce 
processed communication signals ; 

enciphering the processed communication signals in 
the first signal processing pri^jat to produce enciphered 
and processed communicat iorar sigftaLLs; 

transmitting the encipher'edtf and processed 
communication signals between/a? first location and a 
second location using the >£irsti communications controller 
circuit ; 

receiving the enciphered and processed communication 
signals at the second/location using a second 
communications controller circuit; 

deciphering ttfe enciphered and processed 
communication sigrials in a second signal processing 
circuit within ythe second communications controller 
circuit; and 

processing the deciphered and processed 
communication signals in the second signal processing 
circuit yo produce communications signals at the second 
locatic 



30 



2. The method of Claim 1, wherein said enciphering 
step further comprises the steps of : 

embedding an enciphering algorithm within the first 
signal processing circuit; and 

enciphering the processed communication signals 
using the embedded enciphering algorithm. 
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3. The method of Claim 2, wherein said deciphering 
step further comprises the steps of: 

embedding a deciphering algorithm within the second 
signal processing circuit; and 

deciphering said processed communication signals 
using said embedded deciphering algorithm. 

4. The method of Cla^my2, wherein said enciphering 
step comprises the step o-f7^*H5£dding the enciphering 
algorithm in said f irste^^g^aj/processing circuit after 
manufacturing said £irst communications controller 
circuit . v_/ 

5. The method of Claim 2, wherein said enciphering 
step further comprises the step of enciphering the 
process communication signals in a dedicated signal 
processing unit of the first signal processing circuit, 
dedicated signal processing unit being tasked to perform 
said enciphering step. 

6. The method of Claim 2, wherein j^aid enciphering 
algorithm embedding step comprises the sfuep of embedding 



an F enciphering algorithm in 
processing circuit . 



7 . The method of Cla 
algorithm embedding step coi 
a DES enciphering algorithm 
processing circuit . 




st signal 



erein said enciphering 
he step of embedding 
first signal 



8. The method of /Claim 2, wherein said enciphering 
algorithm embedding st^ep comprises the step of embedding 
a BONUS enciphering ^algorithm in said first signal 
processing circuit 
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9 . The method, 
lgorithm embeddin 
DECT standard^er 
ignal processing 



f Giaim 2, wherein said enciphering 
p comprises the step of embedding 
ij>fiering algorithm in said first 
ircuit. 
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10. The method/if ClaJ_rri^3r7 wherein said enciphering 
step further comprLs£3^tfie step of enciphering said 
processed comnjufrfca^^ signals in said first signal 
processing^circuit ' by programmably selecting an 
enciphering algorithm. 
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11. The method of Claim 10, wherein said 
programmably selecting step further comprises the step of 
programmably selecting the enciphering algorithm from 
among the group consisting essentially of an F 
enciphering algorithm, a DES enciphering algorithm, and a 
BONUS enciphering algorithm. 




30 



12. The method of Claim 10^ wherein said 
deciphering step further compulses the step of 
deciphering the processed communication signals in a 
dedicated signal processing unit of the first signal 
processing circuit, the/ dedicated signal processing unit 
being tasked to perfqrm said deciphering step. 

13. The method of ^.^^a±pa-<37, wherein said deciphering 
step comprises the st^rf>OTk embedding said deciphering 
algorithm in said:^££LCGmdr-^ignal processing circuit after 
manuf actuj^arfig said first communications controller 
circuif 

14. The method of Claim 13, wherein said 
deciphering algorithm embedding step comprises the step 
of embedding an F deciphering algorithm in said second 
signal processing circuit for deciphering communication 
signals first enciphered using an F enciphering 
algorithm . 
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15. The method of Claim 13, wherein said 
deciphering algorithm embedding step comprises the step 
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of embedding a DES deciphering algorithm in said second 
signal processing circuit for deciphering communication 
signals first enciphered using a DES enciphering 
algorithm . 




15 



16 . The method of Cla 
enciphering algorithm embe 
of embedding a DECT stan 
said first signal proc 




13, wherein said 
g step comprises the step 
enciphering algorithm in 
circuit . 



17. The method of Claim 13, wherein said 
deciphering algorithm embedding step comprises the step 
of embedding a BONUS deciphering algorithm in said second 
signal processing circuit for deciphering communication 
signals first enciphered using a BONUS enciphering 
algorithm. 




18. The method of Claim 1, further comprising the 
step of generating authentication signals from said first 
location, comprising pe^rormincf in said first signal 
processing circuit the /steps of : 

generating a first Xpj&a^ion identifier; 
receiving a randcrrly /generated number from said 
second location; 

employing a pr i vac v>-funct ion on said randomly 



generated number and s^lid first location identifier to 



X fc>C XL 



generate an enciphered jvalue; and 

directing said enciphered value to said second 
communications controller circuit. 
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19. The method of Claim 1, further comprising the 
step of authenticating said communication^ signals from 
said first location, said authenticating step comprising 
performing in said second signal progressing circuit the 
steps of: 

generating said first location identifier; 

randomly generating said randomly generated number; 

employing a privacy function on said randomly 
generated number and said tiiret location identifier to 
generate an expected enciphered value; 

receiving said eifei^ered value from said first 
location; 

comparing said expect^f enciphered value to said 
enciphered value; and/\ 

generating an authentication signal in the event 
that said expected /enciphered value * matches said 
enciphered value 



20. the method of Claim 1, further comprising the 
20 step of XOR-ing said enciphered and processed 

communication /signals with clear processed communication 
signals for preventing propagation of single-bit errors 
from said first signal processing circuit to said second 
signal processing circuit. 
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21. A system for privately communicating 
communications signals over a wireless/communications 
network, comprising : 

a first communications controller at a first 
5 location; 

a first signal processing circuit within a first 
communications controller circuit/for processing 
communications signals to form processed communication 
signals and further enciphering/said processed 
10 communication signals ; 

a first transceiver assbiia^ed with said first 
communications controller for transmitting said 
enciphered and processed cpi^mjariif-cation signals between 
said first location; 
15 a second communications controller circuit for 

controlling communications at said second location; 

a second transceiver associated with said second 
communications circuit for receiving said enciphered and 
processed communication/ signals from said first 
20 transceiver; 

a second signal processing circuit within said 
second communications/ controller circuit for deciphering 
said received enciphered and processed communication 
signals, said second signal processing circuit further 
25 for processing said deciphered and processed 

communication signals. 

22. The system of Claim 21, wherein said first 
signal processing circuit comprises a first digital 

30 signal processing circuit. 

23. The system of Claim 22, further comprising a 
dedicated digital signal processor within said first 
digital signal processing circuit for enciphering said 

35 processed communication signals. 
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24. The system of Claim 21, wherein said second 
signal processing circuit comprises a second digital 
signal processing circuit. 

5 25. The system of Claim 24, further comprising a 

dedicated digital signal processor within said second 
digital signal processing circuit for deciphering said 
enciphered and processed communication signals. 

/T. * f 

6^ 10 26. The system of Claim further comprising an 

A 

enciphering algorithm embedded within said first signal 
processing circuit for enciphering said processed 
communication signals. 




27. The system of C^im^f2 , wherein said first 
signal processing circuil^tirther comprises circuitry and 
instructions for emketJdifr/g ^4id enciphering algorithm in 
said first signer" processing circuit after first 
manuf aoturijKj said first communications controller 
circuit 
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28\ The system of Claim 23, wherein said first 
signal pr6cessing circuit comprises circuitry and 
instruct ions\f or embedding an F enciphering algorithm in 
said first signal processing circuit. 



30 



29. The system of Claim 23, wherein said first 
signal processing crrcuit comprises circuitry and 
instructions for embedding a DES enciphering algorithm in 
said first signal processing circuit. 
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30. The system of Claim 23, vtfar^rein said first 
signal processing circuity comprises circuitry and 
instructions for embedding ^sk'BONUS enciphering algorithm 
in said first signal pijb^^&sing circuit. 

31. The method ofi C3raim 23, wherein said 
enciphering algorithm "imbedding step comprises the step 
of embedding ar DECT standard enciphering algorithm in 
said first signal processing circuit. 

32. The system of Claim 23, further comprising a 
deciphering algorithm within said second signal 
processing circuit for deciphering said enciphered and 
processed communication signals. 

33. The system of Claim 23, whereirf said first 
signal processing circuit comprises circuitry and 
instructions for enciphering said processed communication 
signals in said first signal processing circuit by 
programmably selecting an enciphering algorithm. 



fb/y 



laim 2f9 , said first signal 
ises circuitry and 
selecting the enciphering 
consisting essentially of 
a DES enciphering algorithm, 
lgorithm. 

The system/of Claim >5, wherein said second 
/ ^ 

communications controller circuit further comprises 
circuitry and instructions for embedding said deciphering 
algorithm within said second signal processing circuit 
after first manufacturing said second communications 
controller circuit . 



34 . The system of 
processing circuit furth 
instructions for program 
algorithm from among the 
an F enciphering algori 
and a BONUS encipherin 
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36. The system of Claim 31, wherein said 
deciphering algorithm comprises an F/deciphering 
algorithm embedded within said second signal processing 
circuit for deciphering communicat/lons signals first 
enciphered using an F enciphering algorithm. 
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37. The system of j£\a±m 31/ wherein said 
deciphering algorithm c6mbrises a DES deciphering 
algorithm embedded witMin said second signal processing 
circuit for deciphering* jzfommupicat ions signals first 
enciphered using an DEs/\ enciphering algorithm. 

38. The system ofV^l^im 31, wherein said 
deciphering algorithm comprises a BONUS deciphering 
algorithm embedded wittyin said second signal processing 
circuit for deciphering communications signals first 
enciphered using an BONUS enciphering algorithm. 



20 39. The methcfd of Claim 31, wherein said 

enciphering algori/thm embedding step comprises the step 
of embedding a DEjCT standard enciphering algorithm in 
said first signal/, processing circuit 
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40. The system of Claim ^23, farther comprising 
circuitry and instructions withip^said first signal 
processing circuit for au t hen txtca ting communications 
between said first location /and said second location: 

instructions withifi sstid first communications 
controller circuit for/ gfenerating a first location 
identifier; 



receiving circu; 



ssociated with said first 



10 communications con^raLler/f or receiving a randomly 

generated number Vfr on i^sa id second location; 

privacy instruct ions embedded within said first 
signal processing circuit for employing a privacy 
function on /Said randomly generated number and said first 

15 location identifier at said to generate an enciphered 

value ; ai 

communications circuitry for directing said 
enciphered value to said second communications controller 
circu: 



20 
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41. The system of Claim , furthef comprising 
within said second communications contivoller circuit 
instructions for authenticating said generated 
authentication signals from said first location said 
authenticating instructions , comprising : 

identifier generating instructions for generating 
said first location identifier; 

random number generating instructions for randomly 
generating said randomly generated number; 

privacy function inatfSuctrions for transforming said 
randomly generated number* ^n$i said first location 
identifier into an expe 



receiving circuitry 
value from said first 1 

comparing instruct 
enciphered value to s 

authentication ge 
generating a authenti 



c^^d /enciphered value; 

r) receiving said enciphered 
n; 

for comparing said expected 
enciphered value; and 
rating instructions for 
ion signal in the event that said 



expected enciphered vyklue matches said enciphered value. 

Si 

42. The systerfi of Claim V5 , further comprising 
/ ^ 

logic circuitry for XOR-ing said enciphered and processed 
communication signals with clear processed communication 
signals for preventing propagation of single bit errors 
that arise during enciphering from beyond the location at 
which they occur from said first signal processing 
circuit to sai<p. second signal processing circuit. 
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43. A communications controller^'circuit for 
privately communicating communication signals over a 
wireless communications networ 



a signal process 
communications con-tro 



pie 



gnals 



comprising : 
i/ig circuit within said 

circuit for processing 
o form processed communication 
phering said processed 
and 



eivdr associated with said communications 
for transmitting said enciphered and processed 



communications si|e 
signals and furthfel: enc 
communication 

a tran 
control! 

communication signals from said communications controller 
circuit . 

44. The controller circuit of Claim wherein 

A 

said signal processing circuit comprises a digital signal 



processing circuit 
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¥J 



The controller circuit of Claim 3^9, further 

A 



comprising an enciphering algorithm embedded within said 
signal processing circuit for enciphering said processed 
communication signals . 

46. The controller circuit of Claim 4*1, further 

A 

comprising a deciphering algorithm within said signal 
processing circuit for deciphering processed 
communication signals received from a second 
communications controller circuit . 



47. The controller circuj 
said signal processing ci] 
circuitry and instructions 
algorithm in said signal 




Claim , wherein 
rther comprises 

edding said enciphering 
ng circuit after 



manufacturing said communioatfions controller circuit. 
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48. The controller circuit of Clailm 43, wherein 
said signal processing circuit comprises circuitry and 
instructions for embedding an F enciphering algorithm in 
said signal processing circuit 

49. The controller circuit o£ Claim 43, wherein 
said signal processing circuit comprises circuitry and 
instructions for embedding a DES/enciphering algorithm in 
said signal processing circuit. 

50. The controller circpit of Claim 43, wherein 
said signal processing circuit comprises circuitry and 
instructions for embedding a BONUS enciphering algorithm 
in said signal processing circuit . 



51. The controll 

i 

said signal processing 



ar /circuit of Claim 43, wherein 
circuit comprises circuitry and 



instructions for eniiVherifcg said processed communication 
signals in said signkA/prc/cessing circuit by programmably 
20 selecting an encipherlAg/algorithm . 

/2 / A 

UU> 52. The control'leA circuit of Claim 4<L, wherein 

/ * 
said signal processing circuit further comprises 

circuitry and instructions for programmably selecting the 

25 enciphering algorithm from among the group consisting 

essentially of an pj enciphering algorithm a DES 

enciphering algorithm and a BONUS enciphering algorithm. 



53. The controller circuit of Claim 48, further 
3 0 comprising a deciphering algorithm embedded within said 

second signal processing circuit for deciphering said 
processed communication signals. 
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54. The controller circuit of Claim 49, wherein 
said second communications controller circuit further 
comprises circuitry and instructions for embedding said 
deciphering algorithm within sfeid second signal 

5 processing circuit after manufacturing said second 

communications controller ciorcuit . 

55. The controller oarcuit of Claim 50, wherein 
said deciphering a^arithm comprises an F deciphering 

10 algorithm embeddea within said second signal processing 

circuit for decipke/jja^Ccommunications signals first 
enciphered using F enciphering algorithm. 

56. The contrpM^er circuit of Claim 51, wherein 
15 said deciphering alfjorithm comprises a DES deciphering 

algorithm embeddeduvithin said second signal processing 
circuit for deciphering communications signals first 
enciphered using J DES enciphering algorithm. 

20 57. The controller circuit of Claim 51, wherein 

said deciphering/ algorithm comprises a BONUS deciphering 

algorithm embedded within said second signal processing 

circuit for dec/iphering communications signals first 
/ 

enciphered using a BONUS enciphering algorithm. 
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58. The controller circuit of /Claim 43, further 
comprising circuitry and instructions within said signal 
processing circuit for authenticating communications 
between said location and saidr second location: 

instructions within saia communications controller 
circuit for generating a location identifier; 

receiving circuife^h^ associated with said 
communications controller for receiving a randomly- 
generated number f r<< ^jrtynsljid second location; 

privacy instryCc tioms embedded within said signal 
processing circuit: If o^employing a privacy function on 
said randomly generated number and said location 
identifier at/said to generate an enciphered value; and 

communications circuitry for directing said 
enciphered/value to said second communications controller 
circuit . / 
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59. The controller circuit of Claim/54, further 
comprising within said second communications controller 
circuit instructions for authenticating said generated 
authentication signals from said location said 
authenticating instructions , comprising : 

identifier generating instructions for generating 
said location identifier; / 

random number generating instructions for randomly 
generating said randomly generated number; 



privacy function inatr 



/ 



/and 



7j 



p ed 



ctions for transforming said 

said location identifier 
value ; 

receiving said enciphered 



randomly generated numbe 
into an expected enciph^ 

receiving circJ 
value from said loca 

comparing instructions /for comparing said expected 
enciphered value tor sawid er^ciphered value; and 

authentication generating instructions for 
generating an authentication signal in the event that 
said expected enciphered value matches said enciphered 
value . / 



60 . 



The/ controller circuit of Claim QSt , further 
/ A 
comprising logic circuitry for XOR-ing said enciphered 

and processed communication signals with clear processed 

communication signals for preventing propagation of 

single bit/ errors beyond the location at which they occur 

as a consequence of the enciphering process from said 

signal processing circuit to said second signal 

processing circuit. 
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